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How can you compare different warhead
verification protocols? The Two-Party Privacy Funnel framework

Many approaches to identifying nuclear warheads are under development. The The framework expands on data privacy methods ! to model how The completeness of the protocol is estimated by calculating the Both parties accept or reject the protocol based on their separate
variety of these efforts makes it difficult to directly compare protocols as their guestions about a test object are logically connected to the physical mutual information between the released data (Y) and the preferences. These preferences can be expressed as a function of
performance are assessed using different means and metrics. properties of the object and measurements which can be taken. obfuscated data (X): I(X;Y). The soundness is estimated by I(C;Y). 1(X;Y) and I(C;Y), creating an optimization problem.

We are developing a framework to systematically assess and quantify the There are three types of information: The maximum information that the inspector can learn about the Calculating these mutual informations requires knowledge of the
accuracy and information protection of warhead verification protocols. This will - Latent / unmeasurable object is I(C;Y). This is agnostic to the inference method used. authentic warhead. That is possible for the owner but the

Private & measurable parameters must be guessed by the inspector.
Public & measurable Note in some cases, this creates a soundness-privacy trade-off.

enable like-for-like comparison of protocols.

The framework quantifies the completeness (type | error), soundness (type |
error), and data protection of a protocol. These three values will assist protocol

Where p(X = x) is the probability of the variable being equal to x.
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H(X) is reduced to zero after X is measured, as there is no longer any
uncertainty as to its value. H(X) is maximized when nothing about X is known = Derlu 1 Deler 1 Pxs|c 1 Dy|x  f(Y)

and p(X) is a uniform distribution. i . i : i : i o i i :
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