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Current Systems: Untrusted Observers & Side-Attacks Background: Treaty Verification 

• S0ftware and FPGA 
information barriers are 
hackable 
 

• ADC interface can be 
monitored 
 

• Power changes are 
proportional to ADC 
conversion 
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Two stage SAR ADC archetecture 
  

• First stage only detects if input is within an agreeed upon spectrum 
• Error amplifier limited to desired window 
• Second stage digitizes the error 

For treaty verification, both parties must agree on a 
measurement protocol that provides adequate 
assurance that treaty obligations are met, but without 
yielding sensitive information.  
• Past approaches include digitizing entire spectrums, 

including (including the sensitive information) 
followed by data-barriers and post-processing to 
remove the sensitive information.  

• This work investigates electronic measurement 
techniques that only digitize the agreed upon 
spectrum, removing the possibility of sensitive 
information leakage. 

Untrusted Observers & Side-Attacks 
  

• Untrusted Observer Immunity: Each stage is physically (capacitor size) and electrically 
(saturation) limited to the agreed upon spectrum 

• Side Attack Immunity: SAR decision tree removes power supply correlation with ADC code 
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Untrusted Observer Learns Nothing 


