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Motivation 
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“The IAEA has reported cases of random 
malware-based attacks at nuclear plants”[1] 

 

“Cyber threats to nuclear materials, nuclear 
facilities and nuclear command, control and 
communications are becoming more 
sophisticated every day, and the global technical 
capacity to address the threat is limited.”[2] 

 

 

[1] Inter Press Service News Agency,  Aug 17, 2015 
[2] Senator Sam Nunn and Ted Turner, Nuclear Threat Initiative (NTI), 2016 
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Source:  Fig. 1, Eric Byres, Tofino Security White Paper, , 2012. 

Nuclear Facility Cyber Intrusion 

vulnerabilities 

Possible Pathways into a Control System 



             Consortium for Verification Technology 

Cyber Security via Graph Mining 

• Represent pairwise interactions between 
entities on network as a graph 

• Extract structural features from a graph (or 
ensembles of graphs) for graph connectivity 
summarization and anomaly detection 

• Transform graph representation to feature 
matrix representation  

• Identify high vulnerability nodes 

• Early detection of anomalies and attacks  
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Our Contributions 

• Multi-centrality graph PCA (MC-GPCA) for a single graph 

 

 

 

• Multi-centrality graph dictionary learning (MC-GDL) for 
ensembles of graphs 

 

 

 

 

• Application to cyber intrusion detection 
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Ref: Chen-Choudhury-Hero, 
ICASSP’16 

https://arxiv.org/abs/1512.07372
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Graph Structural Feature Extraction 

• Goal: extract structural features from a graph 𝐺 of 𝑛 nodes and 
represent them by an 𝑛 × 𝑝 feature matrix 𝐗  
– 𝑝 : # of extracted structural features  

– 𝐗 = 𝐱# 𝐡−𝐡𝐨𝐩 𝐰𝐚𝐥𝐤  𝐱𝐡−𝐡𝐨𝐩 𝐰𝐞𝐢𝐠𝐡𝐭 ⋯𝐱𝐝𝐞𝐠  𝐱𝐞𝐢𝐠  𝐱𝐛𝐞𝐭𝐰𝐞𝐞𝐧𝐧𝐞𝐬𝐬⋯𝐱𝐫𝐞𝐟⋯ 𝑛×𝑝
 

 
• Three types of graph structural features are extracted: 
 
(1) graph walk statistics 

– # of ℎ-hop walks  –  a(ℎ+1)=𝐀a(ℎ)     
     𝐀: adjacency matrix of 𝐺 
– total weight of h-hop walks –  w(ℎ+1)=𝐖a(ℎ) + 𝐀w(ℎ)  
     𝐖: edge weight matrix of 𝐺 

-> efficient recursive computation 
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Graph Structural Feature Extraction 

(2) centrality measures 
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• # of connections Degree 

• # of shortest paths Betweenness 

• average hop distance Closeness 

• relative importance Eigenvector  

• local betweenness Ego  

• algebraic connectivity LFVC 

• One centrality measure of each 
node = One extracted structural 
feature (one column of 𝐗) 

• LFVC: local Fiedler vector 
centrality [Chen-Hero ICASSP’14, 
Comm. Mag.’14, Tran. Signal 
Processing’15]  
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Graph Structural Feature Extraction 

(3) hop distance to a set of reference nodes 
– select some “anchor nodes” in the graph and use hop 

distances to these nodes as graph structural features 

– enhance structural identifiability for graphs of high symmetry 

– example:  
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• nodes 1,2,3,4 are 
indistinguishable 
using degree feature 

• use node 1 as a 
reference node, then 
only nodes 4 and 5 
are indistinguishable  
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Multi-Centrality Graph PCA (MC-GPCA)  

• Project (normalized and centered) structural feature matrix 𝐗 
onto a set of uncorrelated orthogonal basis 

• Advantages: 

1) Decorrelation – structural features are often correlated 

2) Visualization via projection coefficients 
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MC-GPCA Illustrating Examples 
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extract 1-4 hop graph walk statistics,  reference node = node 1, 𝒑 = 𝟗 
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Structural Difference Score (SDS) 

• 𝐘: an 𝑛 × 𝑞 matrix from MC-GPCA 

• SDS of node 𝑖 : 

SDS(𝑖) =
  𝑟𝑜𝑤𝑖 𝐘 −𝑟𝑜𝑤𝑗 𝐘

2
𝑗∈Neighbor(𝑖)  

𝑑𝑖+1
  

     𝑑𝑖: degree of node 𝑖 

Interpretation: an aggregated centrality 

measure of structural difference of a node 

and its neighboring nodes 
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Multi-Centrality Graph Dictionary Learning 
(MC-GDL) 

• Given a set of 𝑔 graphs. For each graph, run MC-GPCA, compute 

SDS, extract top 𝑧 nodes of highest SDS as one column of 𝐙 

• Sparse dictionary learning model: 𝐙 = 𝐃𝐂 + 𝐧𝐨𝐢𝐬𝐞.  𝐂 column sparse 

• K-SVD [Aharon-Elad-Bruckstein, Tran. Signal Processing’06]:  
𝐦𝐢𝐧𝐃,𝐂 𝐙 − 𝐃𝐂 𝐅

𝟐  subject to 𝐜𝐨𝐥𝐣(𝐂) 𝟎
≤ S, ∀ j 
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Application: Cyber Intrusion Detection 

• The University of New Brunswick (UNB) intrusion 

detection dataset - 7 days of graph connectivity patterns 

of a cyber system [3] 
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[3] Shiravi-Shiravi-Tavallaee-Ghorbani, Computers & Security’12 

 

Extracted structural features 

for each graph: 

1) 1-20 hop graph walk 

statistics 

2) 6 centrality measures 

3) 10 reference nodes of 

highest degree 

In total 𝑝 = 56 features 

Ref: Chen-Choudhury-Hero, ICASSP’16 

https://arxiv.org/abs/1512.07372
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Performance Evaluation - MC-GPCA 

SDS score (proposed)  Degree score 
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 The proposed SDS from MC-GPCA is an effective indicator of 

intrusions resulting in anomalous connectivity patterns (Days 3,4,5) 

Ref: Chen-Choudhury-Hero, ICASSP’16 

https://arxiv.org/abs/1512.07372
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Performance Evaluation - MC-GDL 

Atoms from MC-GDL Coefficients from MC-GDL 
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 The atoms learned from MC-GDL reflect normal and anomalous 

connectivity patterns, and the coefficient matrix C from MC-GDL 

can be used for attack classification. 
Ref: Chen-Choudhury-Hero, ICASSP’16 

https://arxiv.org/abs/1512.07372
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Conclusion 

• Nuclear facilities are vulnerable to cyber attacks  

• Tools for early detection of cyberattacks are essential 

• Proposed a multi-centrality decomposition of at-risk 
networks (MC-GPCA & MC-GDL) 

• Proposed a structural difference score (SDS) for 
detecting anomalous connectivity patterns 

• Demonstrated on cyber intrusion database based on 
pairwise connectivity of nodes 
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