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beyond the validity of an assertion. As opposed to most cryptographic concepts, Goldwasser, Micalli and Rackoff

invented the idea of zero-knowledge proofs in the late 1980's for applications in the digital world; we translate it for
the first time for a non-trivial physical application.
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Under the proposed physical zero-knowledge protocol, the host country, prover, can convince with high probability an
inspector, verifier, that a nuclear weapons is authentic without revealing anything about it including information
considered highly sensitive. Timely demonstration of the viability of such an approach could be critical for the next
round of arms-control negotiations.
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The Challenges of Authentication
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Sources: Left, Black Sea Experiment. Top-right, DOE. Bottom-right, UK-Norway Initiative.

Nuclear weapons have unique signatures but most of them are
sensitive and cannot be revealed to inspectors. Electronic equipment
has been used to “filter” classified information but it is difficult to
certify and authenticate. For example, inspectors may not be allowed
to examine the measurement equipment after the inspection finishes.
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50% confidence after 1st inspection
75% confidence after 2nd inspection
95% confidence after 5th inspection
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Zero-Knowledge Proofs: The prover (P) convinces the verifier (V)
that s/he knows a secret without giving anything about the secret itself away
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Adapted from 0. Goldreich, “Foundations of Cryptography, Volume 1: Basic Techniques,”Cambridge University Press, 2001




